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Summary

On April 2, 2024, Ivanti has addressed critical vulnerabilities in its Connect Secure and Pol-
icy Secure products, notably CVE-2024-21894, allowing unauthenticated attackers to perform
remote code execution (RCE) and denial of service (DoS) attacks [1].

Technical Details

The vulnerability tracked as CVE-2024-21894 is a severe flaw involving a heap overflow in the
IPSec component, enabling RCE and DoS without user interaction. Ivanti also fixed additional
vulnerabilities [2] potentially leading to DoS attacks [1].

Affected Products

• Ivanti Connect Secure versions prior 22.1R6.2, 22.2R4.2, 22.3R1.2, 22.4R1.2, 22.4R2.4,
22.5R1.3, 22.5R2.4, 22.6R2.3, 9.1R14.6, 9.1R15.4, 9.1R16.4, 9.1R17.4 and 9.1R18.5.

• Ivanti Policy Secure versions prior 22.4R1.2, 22.5R1.3, 22.6R1.2, 9.1R16.4, 9.1R17.4 and
9.1R18.5.

Recommendations

CERT-EU recommends applying a patch as soon as possible [3].
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