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Summary

Joomla! is one of the most popular content management systems. According with the researches
who reported this vulnerability, it powers about 3.3% of all websites’ content [1].

A previously unknown LDAP injection vulnerability could allow remote attackers to leak the
super user password with blind injection techniques and to fully take over any affected Joomla!
installation. It is important to note, that in order to be vulnerable Joomla! has to be configured
to use LDAP for authentication. Joomla! has fixed the vulnerability in the latest version 3.8.

The bug has received the number: CVE-2017-14596 by Mitre.

Products Affected

• Joomla! CMS versions 1.5.0 through 3.7.5

Recommendations

The bug has been fix in version 3.8.0, so it is recommended to update [2].

As workarounds – as far as the vulnerability affects the LDAP authentication, disabling it can
be recommended for those who, for any reason, cannot update the CMS version (or in the
meantime).
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