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Tactics & Techniques

Sectorial Threat Landscape:
Government and Administration

Geographical Threat Landscape: 
Europe

EU institutions, bodies, and agencies (EU-I) are usually facing threats from 3 categories of threat actors: cybercriminals, 
cyberespionage, and hacktivist groups.

Cyberespionage : CERT-EU observed targeted intrusion attempts against several EU-I. In two cases, the threat actor compromised 
RFC�4.,�QCPTGACQ�SQCB�@W�RFC�TGARGKQ�RM�?JJMU�RFCGP�QR?Ȍ�RM�UMPI�DPMK�FMKC�BSPGLE�RFC�!-4'"����N?LBCKGA��

Cybercrime :  4 major criminal collectives have been observed attempting to infect EU-I. Mummy Spider (a group known as 
the operator of the Emotet malware) is among them.

Hacktivist groups : ,M�F?AIRGTGQR�?ARGTGRGCQ�?E?GLQR�#3�'�F?TC�@CCL�?RRPG@SRCB�RM�?�QNCAGȍA�RFPC?R�?ARMP�

55%45% 0%

Compared to 2020 Q2, a more intense trojan activity has been observed during 2020 Q3

The top 3 most observed tools or pieces of malware are Emotet ����#3�'�
�LokiBot (6 EU-I) and Agent Tesla (5 EU-I).
DoS and defacement attacks are slightly on the rise.
Coronavirus outbreak has been again the most observed subject in generic phishing attacks. Cloud-related phishing also 
PCK?GLQ�QGELGȍA?LR��2FCPC�F?TC�@CCL�targeted phishing attempts, using a spoofed EU-I email address, to lure recipients in at 
least 4 EU-I.  Attackers are also using fake domains looking like legitimate EU-I ones.
The discovery of JC?ICB�#3�'�QR?Ȍ�APCBCLRG?JQ associated with their professional email addresses on publicly accessible 
repositories remains a major issue: 48 distinct EU-I ?ȌCARCB�
A steady number of GKNCPQML?RGMLQ�MD�#3�MȏAG?J�?AAMSLRQ�have been detected on LinkedIn, Facebook, YouTube, Twitter, and 
Instagram.

Ransomware remains the most 
QGELGȍA?LR�AW@CPAPGKC�

threat in Europe
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administrations in malware 
BGQRPG@SRGML�A?KN?GELQ. 


