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Introduction

We are monitoring the cyber threat landscape to help the European Union institutions, bodies, offices and
agencies (Union entities), detect and protect against cyber attacks. Our monitoring focuses on attacks
targeting Union entities or their vicinity.

We consider a malicious activity is in the vicinity of Union entities when some of the following factors are
combined:

e The activity is targeting sectors of interest, entities located in the EU or in other European countries,
software products or service providers known to be used by Union entities.

e Theactivity is alarge-scale campaign possibly affecting any organisation worldwide.

e The activity is attributed to a well-resourced threat actor known to have targeted Union entities (we
label it a Top Threat Actor).

We name malicious activities of interest (MAls) the attacks targeting Union entities or their vicinity.
In 2023, we analysed 602 MAls. For each MAI, we focus on the following key characteristics:

victimology information (targeted sectors, countries, or software products)
tactics, techniques and procedures (TTPs)

malware strains or tools

exploited vulnerabilities

attribution

indicators of compromise (loCs)and detection rules.

While this analysis is essential to help Union entities detect threats and protect against them, it also provides
us with a solid basis to identify patterns and trends in the threat landscape. This document presents a selection
of notable characteristics of the 2023 threat landscape.

In the chapter "Threat actor activity", we provide an analysis of the active attackers looking at their likely
motives, origins, and at the level of threat they posed to Union entities or their vicinity.

In the chapter "Software products”, we report our observations related to the most targeted software products
and we analyse how the exploitation of internet-facing products has been a predominant initial access method.

In the chapter "Spearphishing", we share our analysis of notable spearphishing techniques and how they were
used against Union entities or their vicinity.

In the chapter "Sectors", we present the most targeted sectors and we analyse their attractiveness for
attackers.

In the chapter "Ransomware”, we focus on what has been the most significant cybercrime activity, in 2023, and
how it has evolved recently.
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Key Findings

We noticed 80 threat actors active against Union entities or their vicinity, with critical exposure to 18, high
exposure to 17, medium exposure to 21 and low exposure to 24. The motive of these threat actors was, in
descending order of importance, cyberespionage, hacktivism, cybercrime or information operations.

When it was possible to determine their origin, and based on information from reliable sources, we noticed
that threat actors active against Union entities or their vicinity were linked mainly with two countries:
People's Republic of China (hereafter China) and the Russian Federation (hereafter Russia). However, we
also noticed a diversification in the origin of cyber attacks and the role played by private sector offensive
actors (PSOAs).

We noticed threat actors targeting 104 software products in 241 distinct malicious activities of interest.
These targeting took different forms including exploitation of internet-facing vulnerable software
products, supply-chain attacks leveraging trojanised software products, fake version of software
products, abuse of public repositories used for programming languages, misuse by threat actors, or other
forms of exploitation after initial access.

There were significant attacks against products in various categories, including networking (Fortinet,
Cisco or Citrix products for example), development tools and IDEs (for example JetBrains or Python
libraries), security (such as 1Password or LastPass password managers), content management or
collaboration tools (WordPress, Altassian Confluence for example), and cloud services (such as Azure or
JumpCloud).

Spearphishing remained the predominant initial access method for state-sponsored and cybercrime
groups seeking to infiltrate target networks. We have analysed 177 such attacks, that we found notable. We
observed that a number of adversaries used specific lures, related to EU affairs, in their attempts to
deceive users in Union entities.

We tracked cyber attacks that we think were targeting particular sectors. Given the high number of Union
entities and the diversity of EU policies, the 25 sectors that we are monitoring are varied in nature. We
noticed that, beside the public administration sector, 13 of these sectors were targeted by at least 10
attacks in 2023. The most targeted sectors of interest for us were, in descending order, diplomacy,
defence, transport, finance, health, energy, technology, justice, telecommunications, research, education,
fundamental rights, and space.

In 2023, ransomware remained the predominant cybercrime activity, globally. However, we didn't detect
any significant ransomware breach affecting Union entities. In Europe, according to information from open
sources and data leak sites (DLS), we noticed activity by at least 55 ransomware operations and a total of
906 victims. One ransomware operation, Lockbit, accounted for 25% of the total cases.
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1. Threat actors activity

In order to help Union entities detect targeted attacks and defend against them, it is crucial to have insights
into the threat actors targeting Union entities or their vicinity. Actionable intelligence needs to combine details
on TTPs, loCs, and detection rules. Yet, gaining insight into the threat actor's profile, motivation, origin, and
historical activities are equally important to pinpoint specific threats. In this chapter, we delve into these
aspects to uncover trends, patterns, and to help stakeholders grasp the motives and identities of those
targeting Union entities or their vicinity.

1.1 Exposure

Overall, for the year 2023, we know of at least 80 threat actors having been active against Union entities or in
their vicinity. Union entities exposure to these threat actors ranges from critical to low.

Critical exposure: 18 threat actors successfully breached some of the Union entities. We could
attribute some of the breaches to known threat actors, while others are unknown to us (we label them
"Unidentified Threat Actors" UTA-xxx). It is possible that some of these unknown threat actors overlap.

High exposure: 17 threat actors targeted Union entities but failed to breach any system. This consisted
mainly of threat actors sending spearphishing e-mails that were detected and blocked by Union
entities or adversaries attempting to exploit vulnerable, exposed software products, without success.

Medium exposure: for 21 threat actors, we detected suspicious or opportunistic connections, or
scanning from infrastructure they control towards the networks of Union entities. However, there was
no sign of a breach or exploitation.

Low exposure: for 24 threat actors, we noticed that they targeted the vicinity of Union entities (EU
countries, sectors of interest, software products used by Union entities) but we did not detect any
sighting in our constituency.

Note: Some threat actors performed activities resulting in different levels of exposure. For example, an
unsuccessful spearphishing attack (high exposure) and, at a different period of time, active scanning (medium
exposure). In such case, we have retained the maximum exposure level to that threat actor (high exposure).

Number of threat actors per level of
exposure of Union entities

20
15
10

5
0

Critical High Medium Low

Figure 1- Number of threat actors per level of exposure

1.2 Motive

The exact motive of threat actors is often difficult to determine, and therefore, in a number of cases, we
categorised the motive as "unknown". We assess that these may be threat actors prepositioning themselves
for a future exploitation (which may or may not arise), access brokers, or others.
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Motive of threat actors (when known)

Information operation Cyberespionage
4% 73%

Cybercrime
7%

Hacktivism
16%

Figure 2 - Motive of threat actors

Forthe cases that it was possible to determine the motive with a sufficient degree of confidence, 73% of threat
actors operating in our constituency's vicinity had cyberespionage objectives. Threat actors behind such
attacks are usually state-sponsored groups (including a number of well-known ones) interested in sensitive
information owned by Union entities or their partners (see also the chapter "Sectoral targeting” for analysis of
sectors of interest for threat actors). They typically aim to gain unauthorised access to either user accounts/e-
mails or to servers which store sensitive information. Some cyberespionage actors conduct targeted intrusions
which may require weeks or months of preparation; such actors also typically attempt to plant false flags to
disguise their activity. Other cyberespionage actors in our vicinity prefer to cast a wide net: they engage in high
volume spearphishing attacks, or they conduct mass scanning of our public-facing IT assets automatically, in
attempts to find unpatched zero-day or n-day vulnerabilities. Still, such scanning makes them highly visible,
which suggests that maintaining stealth is less of a priority for them compared to the benefits of achieving an
opportunistic breach.

About 16 % of the threat actors were supposed hacktivists. Their attacks resemble genuine hacktivism but are
sometimes a front for nation-state activity. Hacktivist attacks are often boasting, they aim for the highest
degree of publicity and to be picked up by media, to weaponise their attack as part of an information operation.
A classic example is the endless DDoS attacks by pro-Russia supposed hacktivists which have almost no
business impact, but which sometimes succeed in drawing the attention of the media.

Only a very limited group of cybercrime actors executed notable attacks against our constituents or their
vicinity, perhaps because their activity is more opportunistic than targeted; hence they look for low-hanging
fruits. When we do see financially motivated attacks, they are in most cases attempts to deliver commodity
malware and start an infection chain that would typically lead to ransomware. There have also been cases of
cryptomining, which are very quickly detected, as well as ones where access brokers attempt to sell their
unauthorised access to a network on underground forums.

We identified a few known threat actors conducting information operations with a cyber component in our
vicinity. These generally only gained limited visibility.

1.3 Origin
Determining the origin of a threat actor is often complex. We do not link threat actors to particular countries

ourselves, but we rather rely on attribution made by reliable sources. In this document, the analysis of the origin
of threat actors is limited to cases where this attribution was possible and was available to us.
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Origin of threat actors (when known)
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Figure 3 - Origin of threat actors

We consider it likely that 15 of the known actors active against Union entities or their vicinity have a Russia-
nexus. In 2023, Ukrainian organisations and organisations in other countries associated with Russia's war on
Ukraine remained the centre of gravity of Russia-linked cyber activity. We assess that Russia-related activity
in our vicinity often had the motive of cyberespionage, with a focus on organisations in the defence and
diplomatic sectors. For example, in 2023 alone, APT29, a Russia-linked cyberespionage actor, sent several
waves of spearphishing e-mails towards European entities in the government or diplomatic sector (see also
chapter "Spearphishing"). Another prominent motive of Russia-linked activity was hacktivism. A number of pro-
Russia groups claimed DDoS attacks in the EU almost on a daily basis. They were attempting to sow discord in
the context of European support for Ukraine or in the context of the Israel-Hamas conflict.

APT29 in the spotlight: APT29 is a Russian state-sponsored threat actor, which US CISA has attributed to the Russian
Foreign Intelligence Service (SVR). First observed in 2008, they are known for targeting governmental organisations in
Europe and NATO countries as well as research institutes and think tanks. On one hand, APT29 is running spearphishing
campaigns while, on the other hand, the threat actor engages, in an expert manner, at supply-chain attacks. Following their
2020 Solarwinds supply-chain attack, they continued to target strategic technology companies such as cloud service
providers and managed service providers. In 2023, they reportedly exploited vulnerable JetBrains TeamCity instances on a
global scale and conducted a slow password spraying campaign” which allowed it to remain hidden.

ADVERSARY

NAME: APT29
ORIGIN:  Russian Federation
ALIASES:  Midnight Blizzard, The Dukes, Cozy Bear
ATTRIBUTION:  Russia's Civilian Foreign Intelligence Service (SVR)

CAPABILITIES

Initial access
o Supply-chain attacks
o Exploitation of Internet facing applications INFRASTRUCTURE
o Spearphishing with malicious link in attachment
or email body
Exploitation - WinRAR CVE-2023-38831

. . . delivering first-stage payloads
First-stage - ENVYSCOUT HTML Smuggling with . _
embedded ZIP/ISO/IMG file OneDrive, Dropbox- Command and control

« Obfuscation Ngrok free static domain - Access to malicious payload server
o Windows shortcut (LNK) file technique to Compromised email addresses/services - Spearphishing emails

get the user to launch the malware Hosting providers for VPSs
o Numerous spaces in legitimate software name
in an attempt to hide the extension
Execution - DLL Sideloading
Credential Access - Password Spraying
Second-stage - Halfrig, Quarterrig, Snowyamber, Beatdrop, Wellmess
Living-off-the-land - Reconnaissance with whoami, tasklist, netstat
Final backdoor - Beacon/Cobalt Strike or BruteRatel

* Wordpress - Compromised websites are used for

VICTIMS

IT and software development sector

Cloud service providers & Managed service providers
Government & diplomatic entities

International & non-governmental organisations MITRE ATT&CK, Microsoft, Mandiant, Fortinet, Palo
Alto Networks, NCSC, National Security and Defense
Council of Ukraine, EclecticlQ

Sources:

We found that at least 14 of the known threat actors active against Union entities or their vicinity last year have
a China-nexus. Chinese threat actors in our vicinity aim to gain a persistent foothold in the networks of
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organisations they target. Often they attempt to use such access to install malware which exfiltrates data, thus
achieve cyberespionage objectives. In a limited number of cases, the motive was less clear, the China-linked
actor appeared to be prepositioning for an unknown future activity, without noticeably exfiltrating data. China-
linked groups consistently target entities in specific sectors, for example, the European diplomatic sector, but
they are also driven by current events. A number of China-linked actors have become difficult to distinguish
from each other due to their shared use of tools and infrastructure. Their complex obfuscation networks
conduct automated mass scanning and have been seen attempting to exploit vulnerabilities the day they were
announced. The automation of this activity likely explains the high volume of activity and global impact when
these networks attempt to compromise targets.

Mustang Panda in the spotlight: Mustang Panda was first observed in 2017, but has possibly been conducting operations
since at least 2014". Mustang Panda has targeted government entities, non-profit, religious, and other non-governmental
organisations in the EU, the USA, Germany, Mongolia, Myanmar, Pakistan, and Vietnam, among others. Since the end of
2021, early 2022, we observed an uptick in campaigns targeting entities in the EU. Mustang Panda uses both proprietary and
publicly available hacking tools. In 2023, Mustang Panda continued to send a significant number of waves of spearphishing
e-mails to the European governmental sector. Apart from spearphishing with malicious attachments or malicious links,
Mustang Panda attempted to conduct watering hole attacks and spread infections through USB drives.

ADVERSARY

NAME: Mustang Panda
ORIGIN:  People's Republic of China
ALIASES: Bronze President, Diplomatic Trust, Earth Preta, Red Delta, Stately Taurus, Twill Typhoon

CAPABILITIES

Initial access - Spearphishing, infected USB devices
o Lures: current-day events, COVID-19, politics
o Stolen documents as decoys covering
ongoing international events
s bt INFRASTRUCTURE
o HTML Smuggling
o Malware stored in archives (ZIP, RAR, ISO, JAR)
* Malware Development
o Custom loaders with PlugX and Cobalt Strike
DLLs acting as custom developed stagers
Meterpreter-based shellcode downloaders
Custom reverse shells
Toneins, Pubload, ToneShell, MOsTTang
o China Chopper webshells
Tools - LadonGo, NBTAScan, Impacket, AdFind
Credential access - Hdump, Mimikatz, DCSync,
vssadmin (ntds.dit)
Execution - DLL Sideloading
Exfiltration - Archive files before exfiltration
Living-off-the-land - Reconnaissance ipconfig, arp, VICTIMS
netstat, tasklist, wevtutil

Compromised email addresses/services - Spearphishing
OneDrive, Dropbox- Malware distribution

Dropbox - Exfiltration destination

Hosting providers for VPSs

o
o
o
o

e Government entities

e Diplomatic sector

e NGOs Sources:

e Academic sector

e Research sector MITRE ATT&CK, Palo Alto Networks, Trend Micro,

e Telecommunication Secureworks, Talos Intelligence, Checkpoint Research,
o Internet service providers Bleeping Computer, EclecticlQ, ESET

In 2023 we observed an increase in Islamic Republic of Iran (hereafter Iran) nexus scanning and attempted
exploitation activity in our vicinity compared to previous years. Activity linked to Iran is often driven by current
events, for example, in the cases of pro-lran supposed hacktivists targeting individuals and organisations
deemed to support Israel in the context of the current Israel-Hamas conflict.

Finally, we observed a small number of actors associated to other countries targeting organisations in our
vicinity. For example, in 2023 we learned of malicious activity in our vicinity ranging from cyberespionage to
hacktivism from actors linked to the Democratic People's Republic of Korea (hereafter North Korea), and the
Republic of Turkiye (hereafter Turkey). We also noticed activity by at least one private sector offensive actor
(PSOA).
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2. Software products

In 2023, we stepped up our capacity to detect threats targeting software products used or likely to be used by
Union entities. This allowed us to tackle the different forms of attacks abusing software products (such as
exploitation of flaws in the code, trojanised versions used in supply-chain attacks, fake versions). We noticed
software products being targeted in different stages of the intrusion chain. Our major observation was that the
exploitation of vulnerable, internet-facing products has become a predominant initial access method used by
diverse threat actors.

We observed 104 software products being targeted in 241 distinct MAls. We analysed different types of
software products targeting, including

exploitation of internet-facing vulnerable software products
supply-chain attacks leveraging trojanised software products
fake version of software products

abuse of public repositories used for programming languages
misuse by threat actors

other forms of exploitation after initial access.

However, our monitoring focussed in particular on the first type of attacks, because we consider it to be the
most impactful.

2.1 Product categories

In 2023, we noticed a large variety of products being targeted in cyber attacks. In this section, we group
products into categories and we provide an assessment of the reasons why some categories are particularly
attractive for threat actors. In an annexe, we are sharing a "Software Products Heatmap." In this heatmap, we
highlight three possible levels of targeting:

e Low: werecorded one attack in our vicinity.
e Medium: we recorded at least two attacks in our vicinity.
e High: we recorded significant attacks or it was targeted by APT groups in our vicinity.

The diagram below provides the number of products targeted, per category and per levels of targeting.

Number of software products targeted per category and levels of targeting

Development tools and IDEs
Content mgt and collab. tool
Networking

Networking - routers

Cloud services

Security

Operating systems

Web servers

Web browsers

Social medias and messaging
Office and productivity
Development languages
Managed file transfer
Database management
Data backup and recovery
Remote access and support
Network access storage
Compression

Business intelligence

Al

o
N
iy
o
©
o
]
=

16

W High targeting ™ Medium targeting Low targeting

Figure 4 - Software products targeting
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In the paragraphs below, we analyse some of the most targeted categories of software products.

Networking. There are many types of networking products (such as connectivity, load balancing, routing,
firewall and VPN products). As these are usually part of any entity’s internet exposure, networking products
offer an ideal initial access path for threat actors. In 2023, we noticed a number of opportunistic or persistent
threats (the latter usually state-sponsored), attempting to exploit vulnerable internet-exposed networking
software products. Here are some notable examples:

e InMay, Fortinet's FortiOS operating system was exploited through CVE-2023-27997, possibly as a zero-
day".

e InOctober, Cisco I0S XE devices were massively targeted through the CVE-2023-20198 vulnerability".

e InOctober, Mandiant reported that the CVE-2023-4966 vulnerabilities impacting Citrix NetScaler ADC
and NetScaler Gateway appliances had been exploited as a zero-day in August 2023

Development tools and integrated development environments (IDE). Such products are ideal targets in some
forms of supply-chain attacks. Targeting development tools or platforms can offer threat actors a possibility
to easily trojanise software developed with these tools. Threat actors can also create malicious packages for
programming languages in order to spread malware serving different purposes (cryptomining, backdoor
features, etc.). Here are some notable examples:

e In December, the US CISA warned that the Russian Foreign Intelligence Service (SVR) was exploiting
TeamCity globally. TeamCity is a software to manage and automate software compilation, building,
testing, and releasing"’.

e In December, the ESET cyber security company reported about several malicious Python projects
being distributed via PyPI, the official Python package repository"i.

Security. Attackers can target security software to better defeat or bypass security controls. This includes
password management software, anti-virus, SIEMs, as well as endpoint protection software. In the case of
password management software, threat actors often reuse stolen passwords in further attacks against
additional victims. Here are some examples:

e TPassword, a popular password management platform used by over 100.000 businesses, suffered a
security incident after hackers gained access to its Okta ID management tenant™.

e Hackers stole 4,4 million US dollars in cryptocurrency using private keys and passphrases stored in
stolen LastPass databases*.

e InAugust 2023, The US CISA and the Norwegian National Cyber Security Centre (NCSC-NO) released a
joint advisory about threat actors exploiting Ivanti EPMM vulnerabilities CVE-2023-35078 and CVE-
2023-350811.

Content management and collaboration tool. Some of the content management systems and collaboration
tools are accessible via the internet, while some others are implemented for internal use only. Attackers
targeting internet-facing products might want to exploit the breach to gather personal information from the
visitors. They may also attempt to steal their identity by redirecting them to sites that download malware onto
their devices. Another option is using the breached server to send spam or dangerous content, or using it as a
stepping stone to move laterally in the organisation. The breach of an internal-only collaboration software
product would usually allow an attacker get access to sensitive information. Here are some notable examples
of incidents:

e Cyber security firm Sucuri found that more than 17.000 WordPress websites were compromised in
September 2023 with a malware known as Balada Injector<.

e In October, the US CISA warned that threat actors were exploiting Atlassian Confluence CVE-2023-
22515 for initial access to networks.,

e In July, Microsoft detected targeted attacks by Secret Blizzard (KRYPTON, UAC-0003) targeted
Microsoft Exchange servers with PowerShell Desired State Configuration (DSC) to deliver various
second-stage payloads including the DeliveryCheck backdoor*".

e April, Mandiant reported on supply-chain attack that affected 3CX Desktop App software and
attributed the attack to a North Korea linked threat actor*'.

Cloud services. Organisations, including Union entities, rely increasingly on cloud computing. According to
Eurostat®, in 2023, 45,2% of EU enterprises purchased cloud services. The most purchased cloud services in
2023 were e-mail services (82,7%), followed by storage services for files (68,0%), and office software (66,3%).
Security software applications (61,0%), finance or accounting software applications (51,6 %) and hosting for the
enterprise's database (43,0%) were also popular. In the vicinity of Union entities, we noticed a large variety of
attacks exploiting flaws in cloud software or architectures but also targeting cloud services providers. Here is
a short selection of notable attacks:
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e In July, Microsoft reported about a China-linked threat actor, tracked as STORM-0558, forging
authentication tokens with a stolen Azure Active Directory key, and gaining access to e-mails from an
estimated number of 25 organisations*'.

e In July, UNC4899, a North Korea-linked threat actor targeted JumpCloud, a zero-trust directory
platform service used for identity and access management, in a supply chain compromise affecting
customers*i,

e In October, Microsoft reported about a campaign where attackers gained access and elevated
permissions on a Microsoft SQL Server instance deployed in an Azure Virtual Machine (VM)

2.2 Product vendors

While tracking attacks targeting software products used or likely to be used by our constituents, we noticed
various levels of criticality for exploited vulnerabilities. In the table below, we indicate vendors which had
critical vulnerabilities affecting one or several of their products. These were exploited as zero-days or n-days
by state-sponsored threat actors or cybercrime groups. The exploitation campaigns were opportunistic or
targeted. After initial access, we noticed some threat actors starting further exploitation (such as installing
webshells or conducting lateral movement). In other cases, we assess that the threat actors either did not find
the target interesting or were focussed on selling access to third parties.

We assess that these vendors were particularly targeted for different reasons:

e Some of their products are used in almost all IT environments (such as Microsoft environments) or are
very popular for particular use cases (such as WordPress for website content management).

e Several of these products must be exposed on the internet to operate, and therefore any flaw in them
would offer ideal opportunities for initial access.

e Some vendors have a track record of poor security management.

Vendors Products Notable CVEs

Fortinet FortiOS SSL-VPN, FortiWeb, FortiNAC, FortiGate CVE-2022-42475, CVE-2023-27997,
CVE-2023-33308, CVE-2022-39952

Ivanti Endpoint Mobile Manager (also known as Mobilelron Core) CVE-2023-35078, CVE-2023-35082

Microsoft Azure, Exchange Server, SQL server CVE-2023-29332, CVE-2021-34473,
CVE-2021-34523, and CVE-2021-31207

Citrix Citrix Netscaler Gateway, Citrix Netscaler ADC CVE-2023-3519, CVE-2023-4966

Zimbra Zimbra Collaboration Suite CVE-2023-29381, CVE-2023-29382

WordPress | WordPress (multiple plugins) CVE-2023-5360, CVE-2023-28121

VMWare VMWare ESXi, Vmware Aria Operations, vRealize Log Insight CVE-2023-20887, CVE-2022-31704

MovelT Progress MovelT Transfer CVE-2023-34362, CVE-2023-35708

Cisco Cisco routers CVE-2023-20198

Atlassian Confluence CVE-2023-22518

Google Chrome CVE-2023-7024

Table 1- Notable exploited products per vendor

3. Spearphishing attacks

In 2023, spearphishing remained the predominant initial access method for state-sponsored and cybercrime
groups seeking to infiltrate target networks. This sophisticated form of phishing involved highly targeted and
personalised e-mail campaigns, meticulously crafted to deceive specific individuals within organisations. In
Union entities or their vicinity, as well, spearphishing was the most observed method to attempt initial access.
We have analysed 177 such attacks, that we found notable.

3.1 EU affairs lures

A number of adversaries used specific lures related to EU affairs, in their attempts to deceive users in our
vicinity. Some threat actors sent spearphishing e-mails containing malicious attachments, links, or decoy PDF
files that originally were internal or publicly available documents related to EU policies. Some examples of
leveraged EU affairs themes include the following (but did not necessarily target the mentioned organisations):

Swedish Presidency of the Council of the European Union*

EU - Community of Latin American and Caribbean States (CELAC) Summit
Working Party of Foreign Relations Counsellors (RELEX)

EU LegisWrite (a European Commission editing program ).
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In recent years, 2023 was the first time that we observed so many attacks in a short period of time (a few
months)being directly linked to the EU political consultation and decision-making structure. Interestingly, one
of the adversaries known to use EU political lures for spearphishing, the China-linked threat actor Mustang
Panda, has been using this tactic since at least 20224,

To make the spearphishing message even more credible, the attackers often impersonated staff members of
Union entities or of the public administration of EU countries. These attacks targeted not only Union entities
but also public administration in EU countries. This shows a significant interest by some adversaries to gather
information related to various EU political matters.

3.2 A diversity of tactics

Beside spearphishing attacks using EU affairs lures, we also noticed different forms of spearphishing tactics:

e Attackers targeted Union entities with e-mail thread hijacking or attempted to phish by reusing old
conversations. This implies that an account participating in the threat had at some point been
compromised.

e Several Union entities received phishing e-mails that impersonated the CEO of a company. The
company was a contractor for the Union entities.

e One Union entity reported targeted e-mails and WhatsApp messages impersonating a head of Unit of
the entity.

e Several Union entities received e-mails containing a link to a page that masqueraded as an official
portal of another entity.

e The Head of a Union entity was targeted with a smishing (SMS phishing) attack attempting to deliver
mobile spyware.

We could not always determine the motive of these attacks. We assess that they could have been of a
cybercriminal nature, or with a cyberespionage purpose. These tactics are not new, and, in all the cases
reported to us, the attacks were not successful. However, the diversity of tactics, especially when the social
engineering component is well prepared, makes it difficult for organisations to counter all variations of
spearphishing.

3.5 Reconnaissance and social engineering

The observations above show that, whatever the goal of the attack was, the threat actors dedicated time and
resources in preparatory phases such as reconnaissance and social engineering. Reconnaissance involves
gathering intelligence about Union entities: the role of certain staff members, their contact lists, the
documents or information they usually share with their stakeholders. Social engineering manipulates human
psychology, and in the context of spearphishing against Union entities, social engineering aims to craft
believable deceptive messages by leveraging information acquired from previous attacks or exposed on
unsecured IT assets to increase the likelihood of successful infiltration.

3.4 Spearphishing via multiple platforms

It is also important to recognise that spearphishing extends beyond traditional e-mail platforms, as threat
actors also target diverse communication channels such as messaging apps and social media. When the
spearphishing attack is executed via messaging, the goal of the threat actor is to infect targeted mobile
devices; indeed, these devices are often less controlled than the personal computers and servers administered
by Union entities. Maintaining awareness of these evolving tactics is paramount for individuals and
organisations, in order to reinforce and adapt their defences, and to safeguard against the expanding scope of
spearphishing attacks.

3.5 Spearphishing and information operations

We observed that spearphishing attacks sometimes served as integral components within broader information
operations, enabling threat actors to compromise specific targets, gather sensitive data, and manipulate public
perception. In orchestrated campaigns, these attacks were followed by tactics such as hack and leak,
leveraging stolen information for strategic dissemination, influencing narratives, and furthering the objectives
of the overall disinformation effort. We assess that spearphishing operations executed as a preamble, to feed
information operations constitute a major threat to Union entities, especially in view of the upcoming EU
elections of May 2024.
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3.6 Most active spearphishing threat actors

Against Union entities or their vicinity, the two most active threat actors in spearphishing operations were
Mustang Panda and APT28, respectively attributed by reliable sources to China and Russia. We assess that both
threat actors launched at least 15 waves of spearphishing attacks against EU targets in 2023. In some cases,
the attacks were also targeting organisations in non-EU countries. In many of these attacks, the targeted
organisations were public administrations, especially in the diplomatic sector. We also noticed spearphishing
attacks by four additional groups of likely Russian origin and one group of likely Chinese origin. There were also
waves attributed to a likely Iranian threat actor.

4. Sectors

We identified 25 sectors of interest to Union entities and track attacks targeting those sectors. Given the high
number of Union entities and the diversity of EU policies, these sectors are varied in nature. Attacks targeting
specific sectors usually have particular motives which we will discuss below.

While monitoring attacks on specific sectors, it's often challenging to determine if the attacks were deliberately
targeting that sector or if they were opportunistic. Cybercriminals typically target sectors opportunistically to
monetise breaches by selling access or stealing valuable information. However, certain sectors are also prime
targets for cyberespionage, where threat actors aim to steal information for disruptive operations or for
hacktivism purposes.

It is also important to keep in mind which sectors are likely to be targeted following a change in geopolitical
circumstances around the world (e.g. Russia’s war on Ukraine, Israel-Hamas conflict, etc.). In fact, often when
the sectoral targeting is deliberate and motivated, it comes in retaliation to wider circumstances. We can take
Russia’'s war on Ukraine as an example, where the diplomatic and defence sectors became prime targets,
namely for cyberespionage reasons.

In our records, the public administration sector is the most targeted, with 33% of MAls focusing on it. Since
Union entities are all public administrations, the report will not delve into public administration as a separate
sector. Instead, our analysis focuses on other sectors for which we recorded at least 10 MAls in 2023. The
number of recorded MAls is given by sector, without implying a direct targeting of Union entities in that sector.

Most targeted sectors
(targeted by at least 10 MAls & excluding the public administration sector)
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Figure 5 - Most targeted sectors and number of Union entities

In the sub-chapters below, we analyse the particular attractiveness of a subset of these sectors.

4.1 Diplomacy
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The diplomatic sector includes activities related to a country's diplomatic affairs, such as its embassies,
consulates, and foreign ministries. It is highly targeted, particularly for cyberespionage, due to the strategic
information accessible to diplomatic instances and staff. Threat actors targeting this sector in the EU likely
aim to steal information concerning EU policies and international strategy.

Some publicly known attacks are given below:

e Russia-linked APT29 targeting EU governments assisting Ukraine in the context of the war in Ukraine,
more specifically their diplomatic entities.

e Spearphishing attacks by Russia-linked APT29 targeted Polish diplomatic missions of Poland™".

e China-linked Mustang Panda targeted diplomatic missions of NATO countries®.

4.2 Defence

The defence sector, akin to diplomacy, holds crucial geopolitical importance and is a prime target for
cyberespionage. Recent events like Russia’s war on Ukraine have heightened the defence sector’s appeal to
threat actors interested in understanding European defence support to Ukraine. Additionally, it's considered
critical infrastructure for countries' sovereignty and the EU's security efforts. Investments in defence policy
and industry have increased, including through initiatives like the Common Security and Defence Policy and the
European Defence Industrial Strategy. This sector encompasses both public and private entities, such as
defence ministries and industries.

Some publicly known attacks are given below:

e Iran-linked Peach Sandstorm targeted defence organisations worldwide™".

e Thethreatactor Void Rabisu targeted EU military personnel working on gender equality initiatives(ina
separate campaign, they have also used the NATO summit as spearphishing lures™").

e Russia-linked threat actors claimed to have stolen information on UK military and intelligence sites®Vi.

4.3 Transport

The transport sector, encompassing aviation, maritime, rail, and road activities, is crucial infrastructure due to
its diverse mobility functions, including civilian, commercial, and military operations. It is susceptible to two
main types of targeting: cyberespionage, particularly in aviation and maritime subdomains, and disruption, due
to the significant consequences it can entail.

Some publicly known attacks are given below:

e Russia-linked threat actor exploited a Microsoft vulnerability to target, among others, transport sector
in Europe™®,

e APT35 targeted critical infrastructure in European countries, including in the transport sector®.

e China-linked Volt Typhoon targeted US critical infrastructure, including in the transport sector®.

4.4 Finance

The finance sector is interconnected with various sectors and susceptible to different threats like cybercrime
and cyberespionage. Attacks on this sector are typically opportunistic, driven by financial gain. Common attack
typesinclude data leaks, ransomware, and cyberespionage. Additionally, supposed hacktivist attacks like DDoS
often target finance websites.

Some publicly known attacks are given below:

e Several pro-Russia supposed hacktivists conducted DDoS attacks on financial systems.

e China-linked Mustang Panda targeted finance sector in Europe, Asia, and the United States®*,

e Russia-linked Winter Vivern targeted several sectors, including financial, in a long-term
cyberespionage campaignii,

4.5 Health

The health sector, deemed critical infrastructure due to its societal importance, includes hospitals, medical
centres, and health organisations. Attacks on this sector are typically opportunistic, often driven by financial
motives, though there's been a rise in supposed hacktivist attacks. Ransomware is the most common
cybercriminal attack targeting this sector.

Some publicly known attacks are given below:
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e Killnet, the pro-Russia supposed hacktivist group targeted hospitals in Europe with DDoS*¥,

e North Korea-linked Lazarus Group launched a campaign targeting healthcare entities in Europe and
the United States™".

e Philippines state health organisation victim of Medusa ransomware gang was struggling to recover®.,

4.6 Energy

The energy sectorincludes traditional industries like petroleum, natural gas, and nuclear, as well as renewables
like hydropower and solar. Attacks on this sector typically aim to disrupt energy production or distribution,
potentially impacting citizens, or are hacktivist DDoS attacks which aim to gain media attention.

Some publicly known attacks are given below:

e Russia-linked threat actor exploited a Microsoft vulnerability to target, among others, the energy
sector in Europe®i,

e Unknown threat actor breaches 22 energy companies in Denmark, disrupting the operations of the
targeted facilities®*i,

4.7 Technology

The technology sector encompasses digital infrastructure, IT companies, and technology development
industries. It faces various attacks, including financially motivated cybercrime, espionage, and prepositioning
(potentially for future disruptive attacks). It's also a prime target for supply-chain attacks, where threat actors
target technology companies to compromise their software products or services and potentially affect their
customers.

Some publicly known attacks are given below:

e Russia-linked APT29 targeted several sectors, including technology and IT services®®. This threat
actor often works with supply-chain attacks and has created some of the biggest incidents related to
it, such as for Microsoft in 2023, or for SolarWinds in 2020.

e A threat actor named Earth Estries was found conducting a cyberespionage campaign against
technology industries in Germany, the United States, and others*.

e Agonizing Serpens targeted Israeli technology sector, to steal information and then deploy wipers*.

5. Ransomware

In 2023, ransomware remained the predominant cybercrime activity, globally. In this chapter, we are providing
a synthetic overview of the ransomware threat in our constituency, an analysis of ransomware attacks in
Europe, and a focus on some major ransomware operations.

5.1Union entities

In our constituency, although we didn't detect any significant ransomware breach, we made two notable
observations. First, we continued to detect routine attempts to deliver malware (mostly via phishing attacks).
A possible malware infection could lead to ransomware incidents (via an infection chain). It could also give a
foothold on Union entities systems for access brokers reselling access to ransomware groups. All such
attempts, in 2023 remained generally unsuccessful. Second, we observed a single case of limited ransomware
infection affecting a system in a testing environment. Interestingly, the initial access vector was the
exploitation of a vulnerable, internet-exposed server.

5.2 Europe

In Europe, based on information from open sources and data leak sites (DLS), we noticed activity by at least 55
ransomware operations and a total of 906 victims. The activity of the various groups is very heterogeneous:

e Oneransomware operation, Lockbit, accounts for 25% of the total cases.
e Just 20 groups have claimed ten or more victims each.
e These 20 groups account for more than 87% of the cases.
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Figure 6 - Number of ransomware victims in Europe
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Figure 7- Most active ransomware in Europe

Lockbit has been the main ransomware group in Europe, maintaining around 65 victims per quarter, with signs
of organisational challenges’. Other groups like Play, AlphaV, and BlackBasta remained active, while
newcomers like 8Base and NoEscape replaced others like Royal and Vice Society.
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Figure 8 - Evolution of top-8 ransomware in Europe

Regarding country targeting, in Europe, the UK was the most attacked country, closely followed by Germany,
France, Italy, and Spain, with these results staying almost stable for all the period of 2023. Ranking of countries
match the respective size of their economy. Since RaaS operations mainly target opportunistically, the more
companies there are in a country, the bigger attack surface this country presents.

Regarding sectoral targeting, the manufacturing sector was the hardest hit, with attacks increasing over each
quarter. The same trend was observed in the legal and professional services, construction and engineering, and
retail sectors. Although also targeted, the technology, education, and healthcare sectors showed a diminishing
number of attacks as the year progressed.

Most targeted sectors in RaaS operations, Europe, 2023
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Figure 9 - Most targeted sectors by ransomware in Europe

5.3 Top 3 RaaS operationsin Europe

Lockbit. In 2022, LockBit emerged as the most widespread ransomware variant. By 2023, the group targeted
organisations across all sectors in Europe, showcasing their opportunistic approach and potential impact on
any organisation. According to BlackBerry, LockBit is a cybercriminal group with Russian ties. The malware,
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part of the LockerGoga and MegaCortex families, is self-spreading and utilises common on-device tools like
Windows PowerShell and SMB for encryption, data exfiltration, and propagation. Notable LockBit attacks in
Europe in 2023 include:

e In February, Lockbit listed the UK Royal Mail on their DLS and threatened to publish data. The British
postage and courier company’s ability to dispatch parcels and letters to international recipients ground
to a halt in January, following the attack*.

e In February, LockBit claimed the compromise of Aguas do Porto, a Portuguese municipal water
company. Lockbit threatened to release exfiltrated data*".

e A Lockbit ransomware attack on December 24, 2023, disrupted emergency services at three German
hospitals. While patient treatment continued with some restrictions, emergency care became
unavailable, and patients were redirected to other hospitals*".

Play. The Play ransomware operation, likely originating in Latin America around mid-2022, gains access
throughreused or illicitly obtained accounts, exposed RDP servers, and exploiting vulnerable Fortinet systems.
They adapt tactics with evolving vulnerabilities, such as ProxyNotShell and Microsoft Exchange Server Remote
Code Execution. They escalate privileges using Mimikatz and add accounts to privileged groups like Domain
Administrators. Their toolkit includes Cobalt Strike SystemBC, a SOCKS5 Tor proxy, and the Empire post-
exploitation framework. In 2023, there were around 76 attacks against European entities, mainly targeting the
manufacturing, construction, and engineering sectors, with significant cases in the UK, Germany, France, and
the Netherlands.

Black Basta. Black Basta ransomware, originating from Russia, targets prominent organizations in Europe and
North America across various industries since April 2022. It's suspected to be connected to the Conti Group
and potentially Fin7 due to similar tactics. Initial access is gained through spearphishing, buying access, or
exploiting vulnerabilities like PrintNightmare and Follina. Affiliates move laterally, steal data, and deploy
ransomware, using a double-extortion scheme. They expanded to ESXi systems in 2022 with version 2.0.
Despite disruptions to associated malware, Black Basta remains a persistent threat. In 2023, at least 57
operations targeted European entities, mainly in the manufacturing sector, with most cases in Germany, and
additional ones in the UK and the Netherlands.
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